EME Multi-DRM wnaprasnka

Encrypted Media Extensions — cTpoku key system, cxembl, TUpbl 6€30MNacCHOCTK, CTaTyChbl, OLLNOKN.

MaTb 06BEKTOB, C KOTOPbLIMU Bbl
paboTaeTte
MediaKeySystemAccess pe3ynbTaT

navigator.requestMediaKeySystemAccess(); HecéT
COrJlacoBaHHYO KOH(UrypaLuio.

MediaKeys per-origin npokcu CDM; npukpennseTcs
video.setMediaKeys().

MediaKeySession oaunH pasroBop Ha JINLEH3MIO;
Tunbl: temporary, persistent-license,
persistent-usage-record.

MediaKeyMessageEvent 6annTel CDM onsa cepsepa
NMLEH3U; hOpBapANTE Kak ecTb, He MapcuTe.
'encrypted' Ha video gemykcep BCTpeTun
Hen3BeCTHbIN PSSH; 3anyckaeT Bech flow.

TUnNuyHbIe OWMNOKKM B npoaakKilueHe
YnakoBKa ToNbKO B cenc — Safari/FairPlay He urpaert.
Ncnonb3ynTte cbcs.

OpovH URL cepBepa nuueHsun Ha sce CDM -
wire-popMaThbl He B3aUMO3aMeHAEMbI.
com.microsoft.playready B Edge - SL3000 / 4K He
pa3bnokupyeTcs; ucnonb3lynte . recommendation.
NrHop output-downscaled - nonb3oBaTesnb TUXO
rnonyyaet 540p n oTNUCbIBaeTCA.

MapcuHr nnn nor 6anToB message — yTekaeT
per-device ID; He TporanTe.

MyTaHuua 'encrypted' (Ha <video>) n 'message' (Ha
MediaKeySession) = ceccum oTKpbIBalOTCS, HO
JINLEH3N He 3anpalunBaoTCs.
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HeBaTuwiaroBbiu flow nuueHsumn
1. navigator.requestMediaKeySystemAccess (ks,
cfg)

2. access.createMediaKeys()

3. video.setMediaKeys (keys)

4. cpabaTbiBaeT 'encrypted' —» cobupaem initData
5. keys.createSession('temporary')

6

. session.generateRequest(initDataType,
initData)

7. 'message' » HTTPS POST Ha cepBep nMueH3uin
8. oTBeT = session.update(resp)

9. 'keystatuseschange' —» npoBepka 'usable’, nokas
downscale/restrict.

Cratychl knoyeun (W3C WD
2026-05-20)

usable k04 FOTOB; NPOAOIKANTE BOCMPON3BEAEHME.
expired OKHO NNLLEH3MN NPOLLJIO; Nepe3arnpocuTb.
released persistent-ceccnsa ynanuna KtoH.

output-restricted He urpaTtb: output Hebe3zonaceH
(HDCP).

output-downscaled ToNbKO HVXXHME peHanunn;
3a)KaTb ABR.

status-pending CDM eLié He oueHW; NogoXaaTh.
internal-error nageHne CDM; nepeco3gaTb CECCULO.

usable-in-future okHO apeHAbl He OTKpPbIJIOCh (HOBO B
2026).

CDM Ctpoka key system Bpaysepsbl / nnatdopmbl CxeMmbl Tupsbl 6e3onacHocTU
Widevine com.widevine.alpha Chrome, Edge, Firefox, cenc, cbcs L1/L2/L3
Android, ChromeOS,
Chromecast
FairPlay com.apple. fps Safari (macOS, iOS, iPad0S), TONbKO cbcs HW (Secure Enclave) /
Apple TV, tvOS SW
PlayReady com.microsoft.playready.r Edge Ha Windows, Xbox, cenc, cbcs SL150 /SL2000 /
ecommendation Tizen, webOS, Vidaa, STB SL3000
Clear Key org.w3.clearkey Kaxxgbin EME-coBMeCTUMBbIN cenc (plain) HeT

6paysep (ToNIbKO TecT)

JlectHuua robustness pna Widevine (natrepH Shaka / hls.js)

videoCapabilities: [

{ contentType: 'video/mp4; codecs="avcl.640028"', encryptionScheme: 'cbcs', robustness: 'HW SECURE ALL' },
{ contentType: 'video/mp4; codecs="avcl.640028"', encryptionScheme: 'cbcs', robustness: 'HW SECURE DECODE' },
{ contentType: 'video/mp4; codecs="avcl.640028"', encryptionScheme: 'cbcs', robustness: 'SW SECURE DECODE' },

]

K ctaTbe «Encrypted Media Extensions (EME): kak DRM xunBET B 6pay3epe»
fora-soft.ru/learn/video-streaming/articles-streaming/eme-encrypted-media-extensions
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